Abstract-This paper investigates the encryption efficiency of troublesome for traditional encryption. Moreover these RC6 block cipher application to digital images, introducing a encryption schemes require extra operations on compressed mathematical measure for encryption efficiency, which we willi call the encryption quality instead of visual inspection, The hiage data thereby demandng long computaional tme and encryption quality of RC6 block cipher is investigated among its high computng power.
I. INTRODUCTION description for the structural features and characteristics of
In digital world nowadays, the security of digital images RC6 block cipher. Test, verification and efficiency of RC6 becomes more and more important since the communications application to digital images are given in Section III. of digital products over open network occur more and more Encryption efficiency, measurement of encryption quality, and frequently. Also, applications of digital imaging are prevalent encryption quality analysis of RC6 block cipher for digital and still continuously and rapidly increasing today, and yet the images are explored in Section IV. Section V discusses the main obstacle in the widespread deployment of digital image detailed security analysis of RC6 block cipher that includes services has been enforcing security and ensuring authorized key space analysis, statistical analysis, and differential access to sensitive data. Furthermore, special and reliable analysis. Experimental results are also included in Sections IIIsecurity in storage and transmission of digital images is needed IV, and the last section concludes this paper. in many applications, such as pay-TV, medical imaging II. STRUCTURAL vineothisferegarg, t r r RC6 has a simple structure and description relative to the protect uegr sensii ecdiita dtac.Encroyptio is t e q most other proposed block ciphers. In the following we refer to [6] [7] [8] protect users sensitive digital data. Encryption iS the most frfrhrdsrpin n oain C a n ffv trusted practical security technique for digital data in computer for further descriptions and notation RC6 was one of fi and communication systems. finalists for the Advanced Encryption Standard [9] . It consists In order to fulfill such a task, many different image of two Feistel networks whose data are mixed via data encryption methods have been proposed such as DES (Data dependent rotations. The operations in one round of RC6 are Encryption Standard) [1] , IDEA (International Data the following: two applications of the squaring function f (x) Encryption Algorithm) [2] and RSA [3] . However, these x (2x + 1) mod 232, two fixed 32-bit rotations, two dataencryption schemes appear not to be ideal for image dependent 32-bit rotations, two exclusive-ors and two applications, due to some intrinsic features of images such as additions modulo 232. A version of the RC6 is more accurately specified as RC6-w/r/b where the word size is w bits, encryption consists of a non-negative number of rounds r, and All previous studies on image encryption were based on the Table III . From these results, we pixels with L grey levels. F(x, y), F'(x, y) E {O,., L -I suggest the use of secret key length (b) to be 16 as this value give a moderate value of encryption quality for both RC5 and are the grey levels of the images F, F' at position (x, Y), RC6. Secret key length contributes to increase the security of 0 < x < M-1, 0 < y < N-1. We will define HL (F) as RC5 and RC6, which means increasing the security of block the number of occurrence for each grey level L in the original cipher by increasing its value. image (plainimage), and HL (F') as the number of occurrence of w = 32 for both RC5 and RC6 which will result in a block size of 2w (64-bit block size) for RC5 and 4w (128-bit block The obtained results show that the RC6 block cipher size) for RC6 as an optimal choice for word length as it achieves the maximum encryption quality after 20 rounds at r = contributes to achieve a maximum value of encryption quality 20. Also, RC5 has a maximum encryption quality at r =16 for both RC5 and RC6. Also, the agreement or compatibility rounds. Any increment for the number of rounds beyond these between the theoretical and practical results proves the values for both RC5 and RC6 does not contribute to increase correctness of the proposed derived formula for the encryption the encryption quality. So number of rounds, at w =32 and r =20. 
V. SECURITY ANALYSIS AND TEST RiESULTS
The result is that the image encrypted by the key "1234567890123456" has 99.63% of difference from the A good cipher should have strong ability to withstand all image encrypted by the key "1234567890123457" in terms of kinds of cryptanalysis and attacks that try to break the system pixel grey scale values, although there is only one bit such as the known-plaintext attack, ciphertext only attack, difference in the two keys. Fig. 4 shows the test result. various brute-force attacks, statistical attacks, and differential Moreover, when a 16-character key is used to encrypt an image attacks [14] [15] [16] [17] .
while another trivially modified key is used to decrypt the To a certain extent, the resistance against attacks is a good ciphered image, the decryption also completely fails. measure of the performance of a cryptosystem. So, it is often used to evaluate cryptosystems. Fig. 5 has verified this and clearly shows that the image used to evaluate cryptosystems.
encrypted by the key "1234567890123456" is not correctly
The security of RC6 block cipher is estimated for digital decrypted by using the key "1234567890123457"iwntcrecl images, even under brute-force attack, statistical and decypte by uinter keyw1246791245" wihsa differential attacks. It is shown that RC6 block cipher is secure from the strongly cryptographic viewpoint. The cov(x,y)=-(x1-E(x))(y1-(6) confusion and diffusion properties, which strongly resist iN i statistical attacks. This is shown by a test on the histograms of Fig. 7 shows the correlation distribution of two horizontally the enciphered images and on the correlations of adjacent adjacent pixels in the plainimage/cipherimage for RC6 block pixels in the ciphered image.
cipher. from that of the original image (plainimage). C.2 Correlation oftwo adjacent pixels To test the correlation between two vertically adjacent pixels, two horizontally adjacent pixels, and two diagonally adjacent pixels in plainimage/cipherimage, respectively, the procedure is as follows: First, randomly select 1000 pairs of two adjacent pixels from an image. Then, calculate their correlation coefficient using the following two formulas:__ cov(x, y) = E(x -E(x))(y -E ), (2) 
